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Toammia wndpopsaronnoii Sesonacnocrn YacTHOro yuperAcHs 10N0IMNTEILHOr0
obipasosanms AA0CH

L Obmwe noromenns

Hoawmmka wadpopsaunonnodi Gesomachoern (aanee - Momwmika UB) YYJI0 OUIOCH
OMPCACTACT LM W 314 cHetemb obecnevenns  wndopmarmonnolf  GesonackoeTn o
YCTAHARTHBACT COBOKYNHOCTL npasua, Tpeopammil W pykosoasuwx npummunos B ofsacri
ungopyauHonnoll Gesonaciocti, Kotopsivi pykosoacteyeres YYJI0 «MAOC»  w caoeli
JEATCABHOCTH,

Il Tlommaxa MB yuureisaer cospemenvoe coctosime u Grmkaliume nepenekrias
passiry wacpopmattonisix Texnonormit B YY0 «IOC, wenn, sanaun u NIPABOBLIE OCHOBBI HX
IKCILTYATAUNH, PERIMBE (YHKUHOHHDOBAHIA, & TAKKE CONCPAHT AHATH3 YIPO3 GR3ONACHOCTH I
ofbekTo 1 cyOnexton nrdopyatmonisx orHowenwit YYJ10 «IHI0CH.

1.2 Obecnevenne whopmauonnoli  Gesonackoctn  Buouaer B cebs  mobyio
JCATENLHOCTH, HANPABICINYIO 1A 3aUlTy HHOOPMAILITH,

1.3, Hadopuanmonmas Geonacuocts UY/10 «IHAOCy, saxmonaeres & HCYKOCHHTCALHOM
cobmonennn beemi cotpyammkasi UY0 «IHA0Cy tpebosanmuii 1 NPHULAIOE, HINOKCHHBIX B
[omrmnke HB.

1.4.  PaspaGorxa [omwrukn HB, srecerite mvenenuil 1w ofuwii KOHTPOMD BLIONHEHNA
TpeboBaiii no ofecnesenmio mihopmauronnol Gesonackoen UYJ10 «IM0CH OCYNICCTBASSTCA
JHPCKTOPOM LIKO/BI,

1.5, Tomrmuka MB swaserca merofonormveckol ochosoll 1m ofecnedenis pexima
HHQopMAIHOKHON  Ge30NaCHOCTH, CAYKHT PYKOBOZCTBOM MpH PaspaboTKe COOTBETCTRYIONIIX
TIOAOKCHHI, NPABILL, HHCTPYKLMIL,

1.6, Bee corpyammkn UY/I0 «IHIOCH orsercrsemubt 3a obecricuche BLNOHEHHA
rpeonariii mpopmamonHoil GesonacHocT, onpeaensenbix B Hacrosmedt Homurike HB,

I.7. Tlomiruka HB paspabotama Ha oOCHOBE HOPMATHBHBIX W PACHOPA/NTENBHBIX
AOKYMEHTOB B 002acTH opmatooi Gesonackocti Poccuiiexoll eaeparm,

I8 lomimka HB sansercs A0KYMEHTOM, AOCTYMHLIM KaAJlomy corpyanuky Y10
ONN0CH

19, Jloxymenravm, seramsupyionusi nosokenus Iomwnn MB npisensrensio
OO WIH  HECKOMBKHM  06jacTaM  HHPOPMALHONHON GCIONACHOCTH, BHAAM W TCXNOMOMHAM
aesrensnoctn YYJI0 «IMN0CH, ABARIOTCH HacTHLE NOARTHKH 10 obecneyernio uHdopmatuIonHoii
OC30MACHOCTH,  MHCTPYKIHH, METOAMMECKHE NOCOBHS M peKOMEHalim, KOTOLIC  AB/IAIOTCH
AOKYMCHTaNH 110 HH(OPMAIMOKHO/ Ge30MACHOCTH BTOPOTO YPOBAS .



2. O0beKTHI HH(POPMAIIMOHHOH 0€30MACHOCTH

2.1. OcHOBHEIMM 0OBEeKTaMH HH(POPMALMOHHOH 6e3omacHoctn B UYJIO «QHUJOCH

SBJISIOTCSL:

- uHpOpMaLMOHHAs HMH(PACTPYKTYpa, BKIIOYAIOIIAs TEXHUYECKUE M MPOrPaMMHO-
annapaTHble KOMILJIEKChI, HH(OPMAIlMOHHBIE CUCTEMBI, CUCTEMbI U CPEJCTBa 3aILUThl MH(OpMAIHH,
cucTeMbl H(HMIIN) MOACUCTEMbI 00pabOTKM M aHalM3a HHPOPMALMHU CpeacTBAa 00padOTKU, IEpeaayn 1
O0TOOpa)KeHMsI, B TOM YHUCIIe KaHalbl HH(OPMALIMOHHOIO OOMEHa M TeJIEKOMMYHHUKAIMH, OOBEKThl U
IIOMEILEHUS, B KOTOPBIX Pa3MEIIEHbI TAKUE CUCTEMBI.

- UHPOPMALIMOHHBIE  PECYpChl C  OTPAaHUYEHHBIM  JIOCTYIIOM,  COCTAaBJISAIOLIME
roCy/lapCTBEHHYIO TaiiHy, [IEPCOHAIbHbIE JAHHBIE, CBEIECHUS OIPAaHUYEHHOI'O PAaCHpPOCTPAHEHUS WU
UHBbIE YYBCTBHUTEIbHbIE K CIy4alHbIM M HECAaHKIMOHHUPOBAHHBIM BO3ACHUCTBUAM M HApyLUIEHHIO HMX
0e3omacHOCTH MH(OPMAIIMOHHBIE PECYpPCHl, a TaKXKe OTKPBITO pacmpocTpaHsemas HHGpOpMaIus,
HeobxomuMas 1ist pabotsr UY 1O «MOC», He3aBHCHMO OT (OPMEI H BHIA €€ TIPeICTABIICHHS;

- nporiecchl  o6pabotku  mHpopMamuu B UYJIO «QUJOC», uHbOpMALHOHHbIE
TEXHOJIOTUHM, perjaMeHThl M MpoLEeAypbl BBOAa, cOOpa, 0O0paOOTKH, XpaHEHUs U Iepeaadu
uHpopManuy,

- HepcoHal pa3paboTUYUKOB, M0JIb30BaTENE CUCTEM M 00ecreunBaloNIMi ee cTaOuiIbHOe
(GyHKIIMOHUPOBAHUE;

2.2. Undopmannonnas cpena YYJ10 «UJIOC», T0KaNbHO-BEIYNCIUTEIIBHBIC CETH pasHoro

YPOBHSI M KOMIUIEKCHI aBTOMAaTH3UPOBAHHBIX pPa004YMX MeECT, OOBEIUHEHHBIX B EIHHYIO

cTpykTypupoBannyio ceTb (ECC).

2.3. K ocHOBHBIM 0cO6eHHOCTSIM HH(popMatonHoii cpeasl YUY IO «IMTOC» oTHOCATCS:

- 0o0bEeIMHEHHE B E€AMHbIE CHCTEMbl PAa3HOOOPA3HBIX TEXHUYECKMX M IPOrpaMMHO-
ammapaTHbIX CpeICTB 00pabOTKH U nepeaadd HHHOpMaIlHH;

- pacumpenue cdepbl HCMoIb30BaHUs HHPOpMAMOHHBIX cucTeM Y IO «IMTOCK;

- o0beMHEHHE B €AMHYI0 HWHGOPMALMOHHYIO CpPEIy pa3iuYHbIX HEOJIHOPOAHBIX
MoJiesielt HH(POPMAITMOHHBIX CUCTEM.

- pa3zHooOpa3ue penaeMbIx 3a7a4 U TUIIOB 00padaThIBa€MbIX JaHHBIX, CJIOKHBIE PEKUMBbI
aBTOMAaTU3MPOBAHHOM 00pabOTKM MHPOPMALINH;

- BOXHOCTh M OTBETCTBEHHOCTh  PpELICHHM,  NPUHUMAaeMbIX Ha  OCHOBE
aBTOMaTU3MPOBAHHONW 00pabOTKM MH(pOPMALINY;

- o0belMHEHHE B €IMHBIX 0a3ax JaHHBIX HH(QOPMALMU Ppa3JIMYHOIO Ha3HAYECHMUS,
MPUHAIICKHOCTU M YPOBHEH KOH(PHIEHIIMATBLHOCTH;

- HEOOXOIMMOCTh 0becIedeHnst HenpepbiBHOCTH dyHKIHoHHpoBanust Y JIO «UJIOCH;

- pa3sHooOpa3ue, 3HaUMMOCTh M UHTEHCUBHOCTh MH(POPMAIIMOHHBIX TIOTOKOB;

- pa3HooOpa3ue KaTeropuil IMojb30Bareseii, pa3pabOTYMKOB U 00ECIEeYMBAIOIIETO
nepcoHasa HHPOPMAIIMOHHBIX CHCTEM.

2.4. 3amuTe MOMISKUT BCs WHGOpMaNus ¥ HHPOPMAIMOHHBIE PECYPCHI, IUPKYIHPYIOIIHE B

qyJ0 «31>1I[OC», HE3aBUCUMO OT €€ MpeAcTaBieHus U MmecToHaxoxaenust B ECC.

3. Henu u 3a1a4u 1esITeILHOCTH M0 o0ecreyeHuI0 NHPOPMALMOHHOI 6e30MacHOCTH

3.1  OcHOBHOH ILENBIO AEATEIBHOCTU MO OOecTeueHU0 HH(POPMAIMOHHOW 0€30MacHOCTH
qVJI0 «OUJIOC» sBisieTcs 3ammTa 066eKToB nHGOpManHoHHO# 6e3omacHoctr YUY IO «MUIOCH
OT BO3MOXXHOTO HAHECEHUS  MaTepUATbHOTO, (PU3NYECKOT0, MOPATBHOTO WJIM HWHOTO yiepoa,
MMOCPEJICTBOM CIIYYaifHOTO WJIM TMPETHAMEPEHHOTO BO3ACUCTBUS Ha WHGOPMAIMIO, €€ HOCHTEIEH,
Mpolecchl 00pabOTKK U Mepeaayu, a Tak)kKe MUHUMU3AIHS YPOBHS HHPOPMAIIMOHHON 0e30MmacHOCTH
JIPYTHX YTPO3.

3.2  OCHOBHBIMHM  33JayaMHM  JEATEJIBHOCTH 1O  OOeCmeyeHH0  MH(POPMALUOHHOM
0€301MaCHOCTH SABIISIOTCS

- CBOeBpeMEHHOE BBISBICHHE, OIEHKAa W MPOTHO3UPOBAHUE WCTOYHHKOB YyIrpo3



MH(POPMAIIMOHHON 0€30MacHOCTH, NPUYMH M YCIOBHH, CHOCOOCTBYIOLIMX HaHECEHHIO YyIepoa,
HapyIIEHUIO HOPMAJIBHOTO (DYHKIIMOHMPOBAaHUS OO0BEKTOB MH(pOpMarmoHnHon 6e3omacHoctr YUY /1O
«HUOCy;

- Coznanue MexaHu3Ma OIEpaTUBHOIO pPEearupoBaHUsl Ha Yrpo3bl OE30MaCHOCTH
nH(OpMALIUY ¥ HETaTUBHBIC TEHACHIINY;

- Coznanue ycnmoBWil Uii MHHMMM3AMM M JIOKAJU3allMd HaHOCHMOIO yIiepoa
HEMPAaBOMEPHBIMH JIEHCTBUSAMHU (PU3MUECKUX U IOPHINYECKUX JIUIL, OCIAa0JIEHUEe HETATUBHOTO BIIUSHUS
Y JIMKBUAAIIMU [TOCIIEACTBUM HapyIIeHHs] 0€30acHOCTH MH(POpMAIUH;

- 3ammTa OT BMEIATEIbCTB OCTOPOHHUX JIMII B TIpo1iece ()YHKIIMOHUPOBAHUS OObEKTOB
uHbopManronHoit 6esomacHoct YUY IO «IMUJIOC»;

- Pasrpannuenue nocrtymna monb3oBaTeneil K 00bekTaM HH(OPMAIIMOHHON 0€301MacHOCTH
¥ uHbIM pecypcam YUY 1O «QU0CH;

- Obecneuenne ayTeHTH(PHUKAIIMN T0Ib30BATENEH, YIaCTBYIOINX B HHPOPMALIMOHHOM
oOMeHe;

- 3amuTa OT HECAaHKIIMOHWPOBAHHON Moaudukanuu ucrnoipdyembix B ECC  YYJIO
«QUIOC» MPOrPaMMHBIX CPEACTB, a TaKKe 3alllUTy OT BHEIPEHHS HECAHKIMOHUPOBAHHBIX
porpaMM, BKJIFOYasi KOMITBIOTEPHBIE BUPYCHI;

- 3amuty uHGOPMAIMU OTPAaHUYCHHOTO TOJB30BAHUS OT YTEUKH M0 TEXHHUYECKUM
KaHaJIaM Mpu ee 00paboTKe, XpaHEHUH U TIEpe/lauu 110 KaHajlaM CBSI3H;

- ObGecnieuenne Oecriepe0OMHOrO (YHKIIMOHUPOBAHUS KPUNTOTrpaQUUECKUX CpPEACTB
3aIUThl HHOPMAITUH.

3.3  ITlocraBneHHas 1eNb 3alIUTHI U PEIICHUE MEPEUNCICHHBIX 3a/1a4 IOCTUTAIOTCS:

- VYuyeTom Bcex MoJIeKaIuX 3amuTe 00beKToB nHpopmannonHoit 6e3onacHoctu 4Y 10
<<9ﬁI[OC»;

- Perucrpanueit B xypHanax ASMCTBUM MepcoOHaNa, OCYIIECTBIISIIOIIETO 00CITYKUBAHUE U
MOJUUKAINIO 00bEKTOB HH(OPMAIIMOHHON 0€301M1acHOCTH

- [TonHOTOM, pealibHOMl BBIIOJHUMOCTBIO M HENPOTUBOPEUMBOCTHIO TpeOOBaHUM
OPTaHM3aIMOHHO — PACTIOPAANTENBHBIX HokyMeHToB UYJIO «MJIOC» 1o BompocaM obecredeHus
0€e301MacHOCTH HH(OPMALINH;

- [ToaroToBKOM JOMKHOCTHBIX JIMII, OTBETCTBEHHBIX 3a OPraHU3ALMUIO U OCYLIECTBICHUIO
MPAKTUYECKUX MEPONpPUATHI 10 oOecreueHnro 0e30MmacHOCTH WHGOpPMAalMd W TPOIECCOB €€
00paboTKu;

- HanenenneMm KaKAoro IoJIb30BaTelNsi ONTHMATbHO-HEOOXOJUMBIMH ISl BBITIOJTHEHUS
UM CBOMX (YHKUMOHAJBbHBIX OO0SM3aHHOCTEW MOJIHOMOYMSMU IO JOCTYNYy K HH(OPMAIMOHHBIM
pecypcam UY JIO «UJOC»;

- YeTkuM 3HaHMEM W CTPOTUM COOJIOJCHHEM BCEMH IMOJb30BaTEIsIMH OOBEKTOB
uH(pOpMaMOHHO#l  GesomacHoctn  UYJO  «OUJIOC», TpeboBaHMil  OpPraHM3allHOHHO  —
pacropsauTeIbHbIX JOKYMEHTOB 110 BOIIpocaM o0ecrieyeHus 6e30MmacHOCTH HH(OpMAIIUH;

- [lepcoHanbHON OTBETCTBEHHOCTHIO 32 CBOW JIEHCTBHS KaXKIOTO COTPYIHHUKA, B pPaMKax
CBOMX (YHKLIMOHAJBHBIX OOS3aHHOCTEH HMEIOIIEro JOCTyll K OOBEKTOB HH(OPMAIIMOHHOMN
6esomacHoctr UV JO «MTOCK;

- [lpumeHeHnneM  (GU3MYECKUX M TEXHHYECKHUX  CPEJICTB  3AIIUTHl  OOBEKTOB
uHbopManuoHHOil  6esomacroctn  UYJIO «OUJIOC» u  HENpephlBHOW —aJMHHHCTPATUBHOM
MOJIEP>KKON MX MCTIOJIb30BaHUS

- D¢ GheKTUBHBIM KOHTPOJEM Haa COOTIOJIEHHEM IOJIh30BaTEIsIMU HWH(DOPMAITMOHHBIX
pecypcos UY IO «MTOC» TpeGoanHmii Mo o6ecreueH o 6e30MacHOCTH HHPOPMAIIHH;

4. OcHOBHBIE Yrpo3bl GezonacHocTn nadopmanuu B UY 10 «MUJTOC»
4.1 Tlom yrpozamu 6Ge3omacHoct uupopmamuu B UYIO «UTOCH IIOHMMAETCS

MOTEHIMAIFHO BO3MOJKHBIE HETaTHBHBIC BO3JICHCTBHS HA 3aIMIIIAEMYI0 HH(OPMALHIO.
4.2  OCHOBHBIMM HCTOYHHKaMHU yrpo3 OezomacHoctu uH(popmamuu B UYJ1O0 «OUTOC»



SBJIIOTCSL:

- HenpennamepeHHble, T.e. [JOCHCTBUS, BBI3BAaHHBIC HEKOMIIETCHTHOCTBIO ~ WJIU
XaJIaTHOCTBIO MMOJIb30BaTeeH (TiepcoHaa);

- IIpennamepeHHbIE, T.€. NEHUCTBUS, BBI3BAHHBIC 3JIBIM YMBICIOM, HE3aBUCUMO OT TOTO,
BHCIIHUM WM BHYTPEHHUM OTHOCHUTEIBHO OOBEKTOB HH(popManuoHHOH Oe3zomacHoctn YYJ1O
«UJIOC»  sBIsleTCS HCTOYHHK YTPO3HI;

- OmmbKu, AOmyIIeHHbIe NpU pa3paboTKe KOMIIOHEHTOB OOBEKTOB MH(POPMALMOHHOM
6esonacHoctn UYJJO «OMJIOC» M MX CHCTEM 3alUThI, OMIMOKH B MPOIPAMMHOM OOCCIICUCHHH,
OTKa3bl M COOM TEXHUYECKHX CPE/ICTB;

- ABapum, CTUXUHHBIE OC/ICTBHS.

43  Corpymuuxu UYJIO «MJOC», 3aperncTpupOBaHHEIE KAK JEradbHbIE T0Ib30BATEIN
ECC YYJO «3MUJI0C» WU OOCITY)KHBAIOIIME €€ KOMIIOHEHTHI, SIBIISIOTCS BHYTPCHHUMH
HWCTOYHHUKAMH CIIyYalHBIX BO3IEHUCTBUS, T.K. HMEIOT HEMOCPEACTBEHHBIM JOCTYNl K MpOLEccam
00paboTKM HHGpOpPMALMM M MOTYT COBEpLIaTh HENpeJHAMEPEHHble OIIMOKM M HapyIIEeHUs
JNEUCTBYIOLIUX IPABWII, UHCTPYKIUH, PETIAMEHTOB;

44  Bo3MOXHBIE IyTH pealu3alud HelpeaHaMepeHHbIX yrpo3 Oe3onmacHoctu YYJ1O
«QHUIOCK:

- HeymbluieHHble 1E€HCTBUSA, NPUBOAAIIME K YACTUYHOMY HIJIM IIOJIHOMY HapyLIECHUIO
(DYHKIMOHAIEHOCTH KOMIOHEHTOB 006eKTOB HH(OpPMAIHOHHO#H Gezomacroct YYJO «MAOCH umm
pas3pyleHNI0 MH(POPMAIMOHHBIX WM IPOIPAaMMHO — TEXHUUECKUX PECYPCOB;

- HeocropoxHble AeHCTBHA, MPUBOISIIINE K PA3TIIAMICHUIO HH()OPMAIIMHA OTPAHUICHHOTO
pacpoCTpaHEHus;

- Pasrnamenue, nepegaya win yrpata aTpuOyTOB pa3rpaHUyYEHUs 10CTYIIA;

- HruopupoBaHie OpraHMW3allMOHHBIX OrpaHMYEHUH Ipu paboTe ¢ MHPOPMALMOHHBIMU
pecypcamy;

- [TpoekTHpoBaHHE aApPXUTEKTYpbl CHCTEM, TEXHOJOIMH OOpabOTKM JaHHBIX C
BO3MOXXHOCTSIMH,  MPEACTABISAIOIIMMU  OMACHOCTb 1  (YHKIUOHHUPOBAHUS  OOBEKTOB
uH(pOpMaMOHHO# Ge3omacHocT UYJIO «MJIOC» n 6e3omacHocTH HHPOPMAIIY;

- [lepecbuika TaHHBIX MO OIIMOOYHOMY azipecy (YCTPONCTBY);

- BBoj ommb04HBIX JaHHBIX;

- Heywmsblinuiennas nopua Hocuteneil HHPoOpMaIuu,

- HeyMpbluieHHOE OBPEkKICHNE KaHATIOB CBSI3U;

- HenpaBomepHoe oTkiIo4eHHE OOOPYIOBaHUS WM HW3MEHEHHE PEKHUMOB padOTHI
YCTPOWCTB WM NIPOTPAMM;

- 3apakeHHe KOMIIbIOTEPOB BUPYCaMH;

- HecaHkMOHMpPOBaHHBIE 3allyCK TEXHOJIOTMYECKHUX IPOrpaMM, CIHOCOOHBIX BBI3BAaTh
MOTEpI0 PabOTOCIIOCOOHOCTH KOMIIOHEHTOB MH()OPMALIMOHHBIX CHCTEM WJIM OCYIIECTBISIOLUIMX B HUX
HEOOpaTHUMbIE U3MEHEHUS,

- HexomneTeHTHOE HCIIONIb30BaHME, HACTPOWKA WM HEIPaBOMEPHOE OTKIIOYEHHE
CPEICTB 3aLIUTHI.

45  Bo3MoXxHble NyTH pealu3alid MpeJHaMepeHHBIX yrpo3 Oe3omacHoctn YYJ1O
«UI0C»:

- VYMbIlIEHHbIE JA€WCTBUSA, MPHUBOIALINE K YaCTUYHOMY MJIM TOJHOMY HapyIICHUIO
(YHKIMOHANEHBIX KOMIOHEHTOB 066eKTOB HH(OPMAIHOHHO# GezomacHoct UYJIO «OUIOC»  umm
pa3pyuieH’0 HHPOPMAIIMOHHBIX WM IPOTPAMMHO — TEXHHUUECKUX PECYpPCOB;

- JeiictBuss mo Jae3opraHuzanvy  (QyHKIIMOHHUPOBAHUS OOBEKTOB HH(OPMAIIMOHHON
6esonacHoctn UY IO «IMJOC»; XuIleHre T0KyMEHTOB 1 HOCHTENei HHpOPMAIHH;

- HecankunoHnpoBaHHOE KONHMPOBAaHUE JOKYMEHTOB M HOcCHUTened uH(opmaiumy,
YMBILUIEHHOE UCKa)keHre nH(popMaluu. BBo1 HEBEpHBIX TaHHBIX;

- OTkimioueHre WM BBOJ M3 CTPOsl TOACHCTEM obecredeHus: (HYHKIMOHUPOBAHUS
00bekToB HHpOopManoHHoH 6e3onacHocTr YY 1O <<3ﬁ£[0C»;

- ITepexBaT HaHHBIX, IEPEIABAEMBIX 10 KaHAJIaM CBSI3U U MX aHAJIN3;



- XulieHue Nponu3BOICTBEHHBIX OTXO/I0B;

- HezakoHHoe nonydyeHue aTpuOyToB pa3rpaHUUEHUs JOCTYIIa;

- HecankumnonnpoBaHHbIid 10CTyn K 00bekTaM HH(pOpManuoHHoi 6e3omacHoctd YY /10
<<9ﬁI[OC>> ¢ paboYMX CTAHIIMH JIETATBHBIX T0JIb30BATEIICH;

- XUIIeHUE WU BCKPBITUE MU(POB KPUIITOZAIIUTH HHPOPMAIIHH;

- BHenpenue anmnapaTHBIX WIA MPOTPAMMHBIX 3aKJIaJJOK C LIEIbI0 CKPBITHO OCYLIECTBIISIT
JIOCTYN K WHGOPMAIMOHHBIM pecypcaM WIHM JAe30praHu3aluy (YHKIMOHHPOBAHUS KOMIIOHEHTOB
00bekTOB HHpOpManKoHHOK Oe3onmacHocTH YY 10O «9?1}:[0C»;

- He3akonnoe  wucmonp3oBaHue  0OOpYJOBaHUS, MPOTPAMMHBIX  CPEIACTB  WJIH
MH(OPMALIMOHHBIX PECYPCOB.

4.6  Bo3MOXHBIEC IyTH peain3alliid OCHOBHBIX €CTECTBEHHBIX yrpo3 Oezomacnoctu UYJ1O
«OUIOCH:

- Beixoq u3 crpos oOopymoBaHUS O00BEKTOB HWH(MDOPMAIMOHHOW O€30MacHOCTH U
o0opynoBaHusi o0ecredeHus ux PyHKIMOHUPOBAHUE,

- Bbixon u3 cTpost UM HEBO3MOYKHOCTD HCIIOJIb30BAHNUS JIMHUH CBSI3U;

- [Toxapbl, HABOJHEHUS U IPYTHe CTUXHUIHBIE OECTBUSI.

4.7  Hapymwurenb — JM1I0, KOTOPOE MNPEANPUHSAIO IONYTKY BBIIOJHEHUS 3alpelieHHbIX
JNEUCTBUIM MO OImMOKEe, HE3HAHWI0 WJIM OCO3HAHHO CO 3JIbIM YMBICIOM WM 0€3 TakoBOro U
HCIOJIb3YIOLIEE JIsl 3TOTO Pa3IM4YHbIE BO3MOKHOCTH, METOJIbI U CPEJICTBA.

4.8  3M0YMBINUICHHUK — HapYIIUTENb, JEHCTBYIONUN HAMEPEHHO U3 KOPBICTHBIX, UICHHBIX
WM UHBIX MOOYXIEHUM.

4.9  Cucrema obecrnieuenus uHdpopmamonHoit 6e3onacnoctu MAOY «COIIl Ne38 YUY IO
«©UIOC»  N0mKHA CTPOMTBHCS MCXOMS M3 MPEIONOKEHHH O BOIMOXKHBIX THIIAX HAPYLIUTEICH M
3I0YMBIIIJICHHUKOB B CUCTEME.

410 HexoMmeTeHTHBIH TONB30BaTens — corpyauuk UYIO «MJIOC»  ucmomb3yiomuii
TOJIBKO IITATHBIE CPEACTBA, KOTOPBI MOXKET MPEeANPUHUMATh TOMBITKH BBITTOIHEHUS 3alpelIeHHBIX
neficTBHiL, JOCTYIA K 3aIMIAeMbIM 00HEKTOB HHpOpMALHOHHOH GezomacHoctn UY IO «UJIOCH ¢
MPEBBIIICHHEM CBOUX TOJTHOMOYH, BBOJA HEKOPPEKTHBIX IaHHBIX, HAPYIIEHUS TpPaBUI U
peraamMeHToB padoThl ¢ UHPOPMAIUEN U T.J.

411 Jobutens — corpynauk YYJIO «3MUJOC), NBITAIOMMICS HAPYIIUTH CHCTEMY 3allIHTHI
0e3 KOpBICTHBIX LI€JIell WM 370r0 yMmbIcia. [[is mpeosiosieHHs CUCTEMBbl 3aIIMThl U COBEPILICHUS
3aIpEIIECHHBIX JEHCTBUI OH MOKET MCIOJIb30BaTh PA3JIMYHBIE METOJIbI MOITYYEHHSI TOMOJHUTEIbHBIX
MIOJIHOMOYHI JIOCTYyNa K pecypcaM, HEJOCTaTKU B MOCTPOEHUE CUCTEMBI 3aIIUTHI U JIOCTYIHBIE EMY
mTaTHble cpeacTtBa. [IoMMMO 3TOro OH MOKET TIONBITaThCS MCIIOJIB30BATh JIONOJHUTEIBHBIE
HEIITaTHble HMHCTPYMEHTAJbHbIE U TEXHOJOIMYECKHE IPOrpaMMHBIE CpEACTBa, CAMOCTOSATEIbHO
pa3paboTaHHbBIE TPOTPAMMbI WIIH CTAaHAAPTHBIE JOMOJHUTEIbHBIE TEXHUYECKHE CPEICTBA.

412 BHYTpeHHHMI 3JIOyMBIIUIGHHHK — cotpymauk UYYJIO «OUJIOC», neiictBymommii
IIeJIEHANPABIEHHO U3 KOPBICTHBIX MHTEPECOB. MOXKET HCIIOJIb30BaTh BeCh HAOOp METOMOB M CPE/ICTB
B3JIOMa CHCTEMBI 3alllUThl, BKJIIOYasi areHTypHbIE METO/IbI, TACCUBHBIE CPEACTBA, METOJIbl U CPENICTBA
aKTUBHOTO BO3/CUCTBUA, a TaKkKe KOMOWHAIIMM BO3JEHCTBHUI, KaKk HW3HYTpH, Tak W u3BHe UY]IO
<<3fIHOC>>.

4.13 BHemHwuii 310yMBIIUIEHHUK — TOCTOPOHHEE JIMIIO, ACHCTBYIOIIEE IIeJICHANPABICHHO U3
KOPBICTHBIX HMHTEpecoB. MOXKET HCIOJb30BaTh BeCh HA0Op METOJOB U CPEACTB B3JIOMa CUCTEMBI
3allUThl, BKIIOYAsi areHTypHbIE METOMbl, MAacCHBHBIC CPEICTBA, METOJAbI U CPEACTBA AKTHBHOTO
BO3JICUCTBHS, a TAK)KE KOMOWHAIIMN BO3/ICUCTBHI, Kak U3HYTPH, Tak 1 u3BHe UY 1O <<9ﬁllOC».

414 K BHYTpEHHUM HapYIIUTEJIEM MOTYT OBITh OTHECEHBI JIUIA U3 CIEIYIOMINUX KaTeropHii
cotpyaunkos UY IO «UJOC»:

- 3apeructpupoBaHHsble nosp3osarenu ECC;

- Cotpymaukn  UYJO  «OUJOC», He  SABISIOUMECS  3aPErHCTPHPOBAHHBIME
[I0JIb30BATENsIMU M He ponyueHHsle K pecypcam ECKC, HO wuMmeromue A0CTYyn B 34aHUE H
MTOMEILEHUS;

- [lepconan, oOecneunBarOmMii OOCTYKMBAaHUE  TEXHUYECKHE CPEICTBA OOBEKTOB



uH(popMaLmonHoii 6e3omacroct YY IO «MJOCH.

- CrienuanucTsl, 3a1€iICTBOBaHHbIE B CONIPOBOXKICHUH TPOIPAaMMHOT0 00€CIIEUeHMS;

415 BHemHUM HapyLIUTEIEM MOKET OBbITh JIMIO U3 CIAEAYIOUINX KaTeropHil:

- VYBosiennsie corpyanuku YUY J10 <<9ﬁI[OC»;

- IIpencraButenyu opraHusanuii, B3aUMOJCUCTBYIOLUIMX II0 BOIPOCAM TEXHUYECKOIO
o6ecreueHnst UY 1O «IUJOCH:

- IToceTnTenmu;

- UneHsl IpECTYNHBIX OPraHU3ALNN;

- JIuna, cnywaiino wmM ymsinuieHHo npouukume B ECC UYJIO «OUJIOC» u3
BHEIIIHUX TEJIEKOMMYHHUKAIIMOHHBIX CETEeH (XaKepsbl).

5. OcHOBHbIE MPUHITUIBI MOCTPOEHUsI CHCTeMbI HH(pOpMALMOHHOI 6e3onacHocTH MAOQY
«COHI Ne38»

5.1  3aKOHHOCTb.

[Ipenmonaraer ocyIiecTBIECHUE 3AIIUTHBIX MEPONPUATUN U Pa3pabOTKy CUCTEM OE30MacCHOCTH
uapopmanmn YYJIO «OUJOC» B COOTBETCTBUHM C ICHCTBYIOIIUM 3aKOHONATEIHCTBOM B 00IACTH
nH(OPMALIMOHHBIX TexHoJoruil. Bce monp3oBaTenu 00BEKTOB HHGOPMAIMOHHONW OE30MacCHOCTH
qyJI0 «3UJIOC» JOJKHBI UMETh IPEJCTaBI€HHE 00 OTBETCTBEHHOCTH 3a NpPABOHAPYILIEHUS B
o0nactu MH(POPMAIIMOHHBIX TEXHONOrW. Peanu3anus qaHHOTO NMPUHIMIA HEOOXOAMMA IS 3alIUThI
umenu u penyrauud MAOY «COL Ne38».

5.2  CucremMHOCTS.

[Ipenmonaraer ydeT BCeX B3aHMMOCBS3aHHBIX, B3aHMMOJCHCTBYIOIIMX M HU3MEHSIOIIUXCS BO
BPEMCHH JJICMCHTOB, YCJIOBUW M (DAKTOPOB, 3HAYMUMBIX IS MOHUMAHHS W PEHICHUS MPOOIEMBI
obecrieueHns Ge30MacHOCTH 00BEKTOB MHMOPMAIMOHHON GesomacHoctn UYJIO «MIOCy. Tpu
CO3/IaHWM CHCTEMBI 3allUTHl JOJDKHBI YUUTBHIBATBCS BCE CiIabble W HambOoiee YsA3BUMBIC MecCTa
00bekToB NH(OpManHoHHOH GesonacHocT UY IO «IMJIOCy». CucreMa 3alUThl JOKHA CTPOUTHCS
C Y4YETOM BCEX M3BECTHBIX KAaHAJIOB TPOHUKHOBEHUS W HECAHKIMOHHPOBAHHOTO JOCTyNa K
WH(OPMAIIUY U ¢ YIETOM BO3MOKHOCTH TMOSBICHHS MPUHIUITUATBHO HOBBIX MyTEW peanu3aiiu yrpo3
0€30MMacHOCTH.

5.3  KoMmneTeHTHOCTb.

[TpenmoiaraeT NMPUMEHEHHE PA3HOPOJHBIX CPEICTB 3alIUTHl TPH IMOCTPOCHHH IEJIOCTHOM
CHCTEMBI 3alllUTHI, MEPEKPHIBAIOIIEH BCe 3HAUMMBIE KaHAIbl peau3allid Yrpo3 W He cojaepiKaiiei
CJIA0BIX MECT Ha CTHIKAX €€ OT/ICIbHBIX KOMIIOHCHTOB. 3alllUTa JOHKHA CTPOUTHCS IMIEITOHUPOBAHO. .

5.4  HenpepbIBHOCTH U LIETOCTHOCTh 3aIUTHI.

D0 mporecc, OCyImeCTBIsIeMblii pykoBogcTBoM UYJIO «OMJIOCH U COTPYIHHKAMH,
KOTOPBIM JOJKEH IMOCTOSHHO UATH Ha BeeX ypoBHAX BHyTpu YUY IO «OUIOC». Kaxapiil coTpyIHUK
Uya0 «OnugoC» JIOJDKEH TPUHUMATBCS y4dacTHEe B 3TOM Iporecce. JlesTenpbHOCTh 1o

obecriedeHn0 HMH(OPMAIIMOHHONW OE30MacHOCTH  SIBJIIETCSI COCTaBHOM 4YacThlO IMOBCEIHEBHOM
nesitenbHOCTH UY J1O «3171210C».

5.5  CBOEBpEeMEHHOCTb.

Hocut ynpexnarommii xapaktep Mep odecrneueHus 6e3omacHoctu uHpopmaruu. Pazpabortka
CUCTEMBI 3alllUThl JOJHKHA BECTUCH MapalljieIbHO ¢ pa3padOTKOW M pa3BUTHEM CaMOMl 3aluiiaeMoin
CUCTEMBI. DTO MO3BOJIUT yY€CTh TPEOOBaHUS OE30MACHOCTH MPHU MPOEKTUPOBAHUU APXUTEKTYPHI U, B
KOHEYHOM cueTe, co37aaTh Oonee dS(DPEeKTUBHBIE CHUCTEMBI, OO0JAgaIONINe JOCTATOUYHBIMH
KOMITCTEHITHSIMH.

5.6  IIpeeMCTBEHHOCTb U COBEpPILICHCTBOBAHHUE.

[Ipenmonaraer MOCTOSHHOE COBEPIIEHCTBOBAHHUE MEpP U CPEACTB 3aIlMTHl MHGOpPMalUU Ha
OCHOBE MPEEMCTBEHHOCTH OPTaHU3AIMOHHBIX U TEXHUYECKUX PEIICHUH, KaJpOBOTO COCTaBa, aHAIHM3a
dyHKIMOHNpOBaHHS 00BeKkTOB MH(OPMALHOHHONH 6esomacHoctn  UYJO «OUIOC». 4VO
«QUIOCH U CUCTEMBI €€ 3allUThl C YY4E€TOM WM3MEHEHMH B METOJaX M CpEeACTBax IepexBara



nH(OpMaIIUY, HOPMATUBHBIX TPEOOBAHUN IO 3aIIUTE, JOCTUTHYTOIO OTEYECTBEHHOTO U 3apPYOEIKHOTO
ombITa B 00J1aCTH WH(POPMAITMOHHBIX TEXHOJIOTHM.

5.7  Pa3zymHas 10CTaTO4YHOCTb.

[Ipenmonaraer cCOOTBETCTBUE YPOBHS 3aTpaT Ha oOecreueHHe Oe30MacHOCTH HMH(opManuu K
BEeIMYMHE BO3MOXHOro ymepba. Co3mgare aOCONIOTHO HEMPEOMOJIMMYI0 CHUCTEMY  3allUThI
MPUHIMIIUATIBFHO HEBO3MOXHO. [loka mH(poOpManus HaxoIUTCS B OOpalleHUH, MPUHUMAEMbIE MEphI
MOTYT TOJIbKO CHHU3WUTb BEPOSITHOCTh HEraTHMBHBIX BO3JCUCTBHUI, HO HE UCKIIOUUTHh MX IMOJHOCTBHIO.
[Ipn nocTaTOYHOM KOJMYECTBE BPEMEHU M CPEICTB — BO3MOXKHO, IMPEOJIONIETh JIIOOYIO 3allluTy.
[loaTomy wuMeeT cCMbICH paccMaTpuBaTh HEKOTOPBIM IPUEMIIEMBIM  ypOBEeHb 00ecnedeHHUs
0€301acHOCTH.

5.8  IlepconanbHasi OTBETCTBEHHOCTb.

[Ipenmonaraer BO3JI0)KEHHE OTBETCTBEHHOCTH 3a obOecrieyeHre 0e30macHoCcTd UHpopManuu u
cUCTeMBI ee 00paboTKM Ha KaXKJIOro COTPYIHUKA B Mpeleinax ero MoJHOMouuid. B cooTBercTBHU C
STUM MPUHLUIIOM pachpeielieHne MpaB U O0S3aHHOCTEH COTPYIHHKOB CTPOUTHCS TakuM o0Opa3om,
9TOO0Bl B CiIy4ac JIFOOOTO HapyIICHWsS KPYyr BWHOBHHUKOB OBUI YETKO H3BECTCH WJIHM CBEJICH K
MUHHMYMY.

59 Onrumu3anys MmoIHOMOYHH.

[Ipeanonaraer npenocTaBie€HUE MOJIb30BATENAM ONTUMAIBHBIX IMPaB AOCTyIa B COOTBETCTBUHU
CO CIIy’)keOHOUW HeoOxomuMocThi0. JlocTynm K MHPOPMAIUU JTOJDKEH MPEIOCTABIATHCS TOJIBKO B TOM
ciydae ¥ oOBeMe, KOrjJa 3TO HEO0OXOIWMO COTPYAHUKY JJisi BBIMIOJHEHHS €ro JOJIKHOCTHBIX
00513aHHOCTE.

5.10 MHckmroueHue KOH(IMKTa HHTEPECOB.

[Ipeamonaraer 4eTkoe paslesieHHue OO0SM3aHHOCTEH COTPYJHHKOB M HCKIIOYEHHE CHUTYaluH,
Korma cdepa OTBETCTBEHHOCTH COTPYJHUKOB JomyckaeT KoH(muKT uHTepecoB. Cdepsl
MTOTCHIIMATBHBIX KOH(MIMKTOB JOJHKHBI BBISIBIISATHCS, MUHUMU3HPOBATHCS, M HAXOIUTHCS MO CTPOTUM
HE3aBUCHUMBIM KOHTpoJieM. Peanun3anys JaHHOTO MPUHIKIIA PEIIO0JIaraeT, YTO HE OJJUH COTPYAHUK HE
JOJDKEH HMMETh TOJHOMOYHUHM, TO3BOJISIIONIMX €My €IWHOJMYHO OCYIIECTBIISTh BBIOJTHEHUE
KPUTUYHBIX ONeparuil.

5.11 BsaumojeicTBHUE U COTPYAHUIECTBO.

[Ipenmonaraer co3gaHue ONarompusTHOW arMochepbl B  KOJUIEKTHBAaX CTPYKTYPHBIX
nojApazaeneHuil. B Takoil 00CTaHOBKE COTPYIHUKH JOJIKHBI OCO3HAHHO COOJI0/IaTh YCTaHOBJIEHHBIE
npaBuja U oka3biBaTh coeiictBue Otaeny. Bee corpynnuku UY 10 «9ﬁ[[0C» JOJIKHBI TIOHUMATh
CBOIO POJIb B IpoIiecce obecnedeHus HGOPMAIIMOHHON 0€30MacHOCTH U MPUHUMATh B TOM y4acTHE
B 3TOM TIpoLecCe.

5.12 T'uOKOCTH CHCTEMBI 3alTUTHI.

[Ipenmonaraer cmocoOHOCTh CHCTEMBI oOecredeHus HHQPOPMAIMOHHON 0e30MacHOCTH
pearupoBaTh Ha M3MEHEHHMs BHEIIHei cpembl M ycaoBmii ocymectsienus YYJIO «3MJIOC» cBoeii
NEeSATENbHOCTH.

5.13 TIlIpocroTa mpUMeHEHHUs CPEJCTB 3aIIHUTHI.

[IpeanonaraeT MHTYUTUBHO MOHSATHBIE U IPOCTHIE B UCIOJIB30BAHUU MEXAHU3MBI U METOMbI
3amuThl. [IpuMeHeHue CpejACcTB W METOJNOB 3allUThl HE JODKHO OBITh CBSI3aHO CO 3HAHHEM
CHEIHANbHBIX S3BIKOB WM C BBIMIOJHEHUEM ACUCTBUM, TPEOYIOIUX 3HAYUTEIBHBIX JOMOTHUTEIBHBIX
TpyZmo3aTpaT TpU OOBIYHON paboTe 3aperuCTPUPOBAHHBIX IOJIH30BATENICH, a TaKKe HE JIOJDKHO
TpeOOBaTh OT MOJIL30BATEINS BHITIONHEHUS! PYTHHHBIX MAJIOTIOHSTHBIX €MY OIepaIlHii.

5.14  OOGOCHOBAaHHOCTH M TEXHHUECKAsl PEATU3YEMOCTb.

[Ipeanonaraer peanu3alvil0 Ha COBPEMEHHOM YpPOBHE PAa3BUTHS HAYKM U TEXHUKU
MH(POPMAITMOHHBIX TEXHOJOTUM, TEXHHUYECKHUX W MPOTPAMMHBIX CPEJICTB, a TaKXKe CPEICTB U Mep
3aIuThl HHGOPMAITUH.

5.15 Cnenumanu3zanus v MpopheCcCUuOHATU3M.

[Ipenmonaraer mMpUBJICYEHUE K pa3pabOTKe CPEIICTB U pealn3allii Mep 3alluThl HHpOpMAaIH
CHELMAIN3UPOBAHHBIX OPraHW3aluid, JIMIEH3UPOBAHHBIX HA OCYILECTBICHUE JEATEIBHOCTH 10
obecrniedeHnto 0e30MacHOCTH WH(OPMAIMOHHBIX PECYPCOB, MMEIOIINX MPAKTUYECKUI OMBIT padOTHI U



rOCYJapCTBEHHYIO JIMLIEH3MI0O Ha TMpaBO OKa3aHUs yciayr B 3ToM oOmactu. Peanmuzanus
aIMMHHUCTPATUBHBIX MEp W  OKCIUTyaTalusi CpeICTB  3alllUThl  JIOJDKHA  OCYIIECTBIATHCA
IpodeCcCHOHATBHO OroTOBICHHbIME crieramuctamu Y JIO «MJOC».

5.16 OO6s3aTeNnbHOCTH KOHTPOJIS.

[Ipeamonaraer 0043aT€NBHOCT M CBOEBPEMEHHOCTHh BBIABICHHS M TIPECEYCHHS ITOMBITOK
HapyIICHUs YCTAaHOBJIECHHBIX TIpaBWJ, oOecreueHusi 0e30MacHOCTH WH(OpMAIK, Ha OCHOBE
UCTOJB3YyEMBIX CHCTEM M CpPEACTB 3amuThl MHpopMmanuu. KOHTpodb 3a AEATENBHOCTH JHOO0TO
M0JIb30BATENsl, KaXKJIOTO CpEeACTBa 3allUThl M B OTHOIIEHUHU JIOO0ro OOBEKTa 3allUThl JOKEH
OCYIIECTBISATHCSI HA OCHOBE MPUMEHEHUS CPEJCTB ONEPATUBHOTO KOHTPOJIS U PETUCTPALIUH U JOJDKEH
OXBaThIBaTh KaK HECAHKIIMOHUPOBAaHHbIC, TaK W CAHKIMOHUPOBAaHHBIC NEHCTBUS IOJB30BATENICH.
Bmecre ¢ Tem, addexTtuBHas cuctema oOecredeHus WHPOPMAIMOHHOW O€30MacHOCTH TpedyeT
HaJIMYus aJIeKBaTHOW U BCeOObEMITIONIECH HH(POPMAIIUU O TEKYIIEM COCTOSHUU MPOLIECCOB, CBSI3aHHBIX
C IBUKCHUEM MH(DOPMAIIUHN U CBEACHUHN O COOJIIOJJICHUH YCTAaHOBJICHHBIX HOPMAaTUBHBIX TPEOOBaHUH, a
TaKKe JOMOJIHUTEIBHON HH(POPMAIUH, UMEIOIIEH OTHOIIEHUE K TIPUHATHIO PEILICHUH.

5.17 Henocratku cuctembl oOecriedeHHuss MH()OPMAIMOHHOW OE€30MacHOCTH, BBISBICHHBIC
corpyaankamu UYJIO «HJOC» WM OTJeNa JOJKHBI HEMEUIEHHO JOBOAMTHCS JI0 CBEACHUS
PYKOBOJIUTENEH COOTBETCTBYIOIIETO Y UPEkKACHHUS M OTIEPATHBHO YCTPAHSTHCS.

6. Mepbl, MeTOABI U CPeACTBA o0ecnedyeHns TPedyeMoro ypoBHs 3alIMIIEHHOCTH
HH(OPMALUOHHBIX PECypPCOB.

[Ipenmonaraercsi, YTO HECAHKIMOHUPOBAHHBIM JOCTYH Ha OOBEKTHl WHGOPMAIIMOHHON
0€30MMacCHOCTH ITOCTOPOHHUX JIUI] HCKITFOUASTCS MepaMu (PU3HUECKOM 3aIIHUTHI.

6.1  Bce Mephl obecreueHns Ge3omnacHocTH HHpopMaonHoii cucteMbl UY 10 «MUJIOC»
MOIPA3/ICIIIOTCS HA CIICTYFOIINE BUIBI:

- IPaBOBBIE;

- MOPAJILHO — ITUYECKHUE;

- TEXHOJIOTHYECKHE;

- OpraHU3aIMOHHEIC;

- puzmueckue;

- TEXHHYECKHUE.

6.2  IIpaBossre.

K nanHOMY BUAy Mep 3allMThl OTHOCATCS ICHCTBYIOIINE 3aKOHBI, YKa3bl, HOPMATUBHBIE aKTHI,
COTJIAIIEHUS, PErJIAaMeHTHUPYIOIINE TpaBwmia oOpameHus ¢ WH(popMaIen, 3aKperuIsione mpaBa u
0053aHHOCTH YYaCTHUKOB HMH(POPMALMOHHBIX B3aUMOJEHCTBMIA B Mpolecce 0o0paboTku u
MCTIOJIb30BaHNH, a TAK)KE YCTAHABIMBAIOIINE OTBETCTBEHHOCTH 32 HAPYIICHHS ITHX TPABUIL

JlaHHbIE Mepbl HOCSAT B OCHOBHOM YIPEXKJIAIOUIME XapakTep U TPeOYIOT IOCTOSHHON
Pa3bSICHUTEIEHOW PAOOTHI C TTOJIB30BATEISIMHU.

6.3  MopallbHO — dTHUYECKHE.

K nmanHOMYy BHAYy Mep 3alllMTBl OTHOCSTCS HOPMBI IOBEJCHHUS, KOTOpPBIE TPaIUIIMOHHO
CIIOXHJICh WJIM CKIQJIBIBAIOTCS IO Mepe paclpocTpaHeHHs HWH(POPMAIMOHHBIX TEXHOJOTHH B
o01ecTBe.

JlaHHble Mepbl OOJNBIICH YacThIO HE SBISIOTCS 00S3aTeNbHBIMH, OJHAKO, MX HECOOII0ICHUE
MOXET IMPUBECTH K CEPHE3HBIM MOTEPSM HH(POPMAIIUH U HENPEICKA3yEeMBbIM ITOCIIEICTBHSIM.

6.4  TexHOJOrHMYECKHE.

K nanHoMy Buay Mep 3allIUThl OTHOCSITCSI pa3HOTO POJia TEXHOJIOTHYECKHE PEIIEHUs U TIPUEMBI,
HAIpPABJICHHBIE HA YMEHBIICHHE BO3MOXHOCTH COBEpIICHHs coTpyaHumkamu UYJIO «QUTOC»
OLIMOOK ¥ HAapyIIEHUH B paMKax MPEI0CTaBICHHBIX UM IIPAB U IOJHOMOYMIA.

6.5 OpraHu3anroHHEIE.



K nanHOMy BHAy Mep 3alUThl OTHOCSTCS MEphl OpPraHU3AlMOHHOTO XapakTepa,
perIaMeHTHPYIONIUE POLEeCChl (PYHKIIMOHUPOBAHUS CUCTEMBI 00paOOTKH JaHHBIX, HCIIOJIb30BAaHHE €€
peCypcoB, IESATEIBHOCTh OOCIY)KMBAIOIIETO TMEpCOHaja, a TakkKe MOPSAOK B3aUMOJCHCTBHA
MOJIb30BaTEJICH C CHUCTEMOW TakuM o00pa3oM, 4YTOObl B HAWOOJBIICH CTENCHU 3aTPyJHHUTH WU
UCKJIFOUYUTH BO3MOXKHOCTb PEaIM3aliu Yrpo3 0€30MacHOCTH.

['MaBHOW LENBbIO OPraHU3AIMOHHBIX MeEp, MPEANPUHHUMAEMBIX HAa BBICIIEM YIPAaBICHYECKOM
ypoBHE — CcOpPMUPOBATH TOIUTHKY B o0nacTu oOecmedeHuss Oe3omacHOCTH WHGOpMAIUU H
00ECIeYnTh €€ BBITIOJHCHUE, BBIJEISA HEOOXOJMMbIC TEXHUYECKHE, (PMHAHCOBBIC U UYCIIOBEUECKUE
PeCypcehl, a TaK ke MOCTOSIHHO KOHTPOJIUPYS COCTOSTHHE eIl

6.6  YpoBHH MOMUTHKH oOecnieueHus 0€30MacHOCTH HH(OpMAIHH

[onutuka B o6aacTu obecredenus OesomacHoctd uHbopMmamuun B UYO «OUJOCH
pa3/esieHa Ha J1Ba YpOBHS:

- BEpXHUH;

- HUOKHUU.

K BepxHeMy YypOBHIO MOJUTHKM oOecnieueHus Oe30macHOCTH HMH(POPMAIUU OTHOCSATCS
pellleHns pyKOBOJCTBA, 3aTparuBamomue aestensHocts Y0 «OMJIOC» B nenom. Ha namsOM
YPOBHE UETKO ompenensercs cepa BAMSHUE U OTPaHUYEHUS MIPU OINpe/IeIeHUH Lienel 0e30MacHoCTH
nHGOpPMAILINY, ONPEIEISIOTCS PECYPChl, ¢ TIOMOIIBI0 KOTOPBIX OHM OyAyT NOCTUTHYTHI. Haxomutcs
KOMIIPOMUCC MEXAY NPUEMIIEMbIM YPOBHEM 0€30MacHOCTH U (PYHKIIMOHAIBHOCTBIO.

Ha HmwkHEM ypoBHE MOMUTHKH obOecriedueHus: 0e30macHOCTH HH()OPMAIMN ONpPEAEIISIOTCS
IpoLelyphl U NpaBUiIa TOCTHKEHUS Lesiel U peleHni 3a1a4 0e30MacHoCTH HH(OpMaIuy.

6.7  Jloctyn monp3oBaTeneli Kk pabore ¢ oOBeKTaMu HH(DOPMANMOHHOW O0€30MacHOCTH
qyJI0 «MJT0C» U JOCTYN K MX pecypcaMm JOJDKEeH OBbITh CTPOro periiaMeHTupoBaH. JlroObie
M3MEHEHHS COCTaBa M TIOJHOMOYHI TIOJIb30BaTENIeH JOJDKHBI TPOM3BOJUTHCS YCTaHOBIICHHBIM
MOPSAKOM, COTJIACHO perjaMeHTa Mpe0CTaBIeHuUs 10CTyIa MOJIb30BaTENeH.

6.8 Bce corpymamkn UYJIO «OUJOC», 3aperucTpHpoBaHHbE KaK  JeraibHbIC
nosb3oBaren ECC omKHBI HECTH MEPCOHATIBHYI0 OTBETCTBEHHOCTh 332 HAapYIIEHUS! YCTaHOBIEHHOTO
nopsiika 00paboTKM WHPOPMALNHY, TPABUI XPAHEHUS, UCIIOIB30BaHUS M TIepeaayr, HaXOMAIIUXCS B
UX PacloOpsHKEHUH 3aIUIIAEMbIX PECYPCOB CUCTEMBI.

6.9  Ilomrexamue 3amUTe PECypChl CUCTEMBI TTOIEKAT CTPOTOMY YUETY.

6.10 Bce Hencnonb3yemble B paboTe yCTpoiicTBa BBOAA — BbIBOJIA HH(OpMAIMK HA pabodnx
MecCTaX COTPYIOHHKOB, paboTaromux ¢ KOHQUACHIMAIbHOW HHPopManueil, AOHKHBI ObITh 110
BO3MOKHOCTH OTKJIFOUEHBI, HE HYXHbIE A1 pabOThl MPOTrpaMMHBIE CPEICTBA M JIaHHBIE C JHCKOB
TaKXe JOJDKHBI OBITh Y/IaJICHBI.

6.11 B xoMmoHeHTaxX 00BeKTOB MH(OPMAIMOHHOH Ge3omacHoctd UYJIO «UJIOC»  u Ha
pabounx MecTax MoJb30BaTeNel JOIKHBI YCTaHABIMBATHCS U MCIIOJIB30BaThCS TOJBKO JINIIEH3NOHHBIC
IpPOrpaMMHBIE CpPEACTBA, MPOILIEALINE AHTUBUPYCHYIO MpOBepKy. Vcmosibp3oBaHHE MNPOrpaMMHOIO
obecreueHns, He MPOIMIEIIIEro MpoBepky u He yureHHoro B UYJJO «OMJOC», HOMKHO GBITH
3aIpelieHo.

6.12 Tlomxs3oBaTenn 06BEKTOB HHbOpMAUHOHHOH OeszomacHoctn  UYJIO  «OUIOCH
JOJDKHBI OBITh O3HAKOMJIEHBI CO CBOMM YpPOBHEM IIOJHOMOYHM, a TakKe OpraHU3allMOHHOW —
pacrnopsAIUTeNIbHONM, HOPMATHBHOM, TEXHUYECKOM M  OAKCIUIyaTallMOHHOW  JOKYMEHTAIUEH,
ompe eSOl TpeGoBaHus U IOPAI0K 06paboTku mudopmarmu B UY IO « M TOCH.

6.13 Jlns HemocpeAcTBEHHOW opraHu3anui U d()(GEeKTUBHOTO (YHKIIMOHHUPOBAHHS CHCTEMBI
obecriedeHrs: HH(POPMAIIMOHHON 0€30MacHOCTH, MCKIIIOYAroIeil BO3MOXKHbIE KOH(MIMKTHI HHTEPECOB,
B UYJIO «OUIOC» 1enecoo0pa3Ho BBECTH CEKTOp Mo obecrieueHue HHGOPMAIMOHHOMN
0€30IaCHOCTH, C YTBEP)KICHHEM HEOOXOJMMOM INTaTHOW YMCIEHHOCTH CHEIHAJIHCTOB, U
BO3JIO)KEHHEM Ha HUX COOTBETCTBYIONINX (PYHKIIMH U 3a1a4.

6.14 Jlioboe rpyOoe HapylleHHWE TMOpPSIKa W TPABWI MOJb30BaHUA WH(POPMALMOHHBIMH
pecypcamu  UVJIO «OUJIOC»  momkHO paccienoBarthes. K BHHOBHBIM IIPHMEHSTHCS aqeKBATHBIC
MEpBbI BO3CHUCTBHUS.



6.15 Jlns peanu3alyy HpUHIMIIA TEPCOHATBFHONW OTBETCTBEHHOCTH IOJIb30BATEJCH 3a CBOM
IEACTBUSA HEOOXOINMBI:

- WNunuBuayanbHas uaeHTH(GUKALIKS T0Ib30BaTeNeld 1 MHUIIMMPOBAHHBIX UM IPOIIECCOB;

- [IpoBepka MOAIMHHOCTH TOJIB30BATEIEH HAa OCHOBE MapoJieid, KJIOUed Ha pa3IuyHON
OCHOBE U T.[1.;

- Peakuus Ha MOMbITKE HECAaHKLIMOHUPOBAHHOTO JOCTYyNa (CUTHAIM3anus, OJOKHUPOBKA U
T.1.)

6.16 Jls obecreuerns nHdopMarmonHoi GesomacHoctr UYJIO «MJOC»  HCTOmb3yoTCs
CIICAYIONINE CPEACTBA 3alIUTHI:

- (huznyeckue;

- TEXHUYECKUE,

- CpeICTBA UACHTU(DUKAIIMY U ayTCHTU(DUKAIMH MTOJIH30BaTEICH

- CpPeICTBA pa3rpaHUYCHUs AOCTYIIA,

- cpencTBa o0ecTieueHHst KOHTPOJISL M LIETIOCTHOCTH;

- CPEJICTBA ONEPATUBHOTO KOHTPOJISI K PETUCTPAIIMH COOBITHIT 0€30ITacCHOCTH,

- KpUNTOTpaguIeCcKre CpeCTBA.

6.17 TexHUYECKHE MEPHI 3AIUTHI.

OcHOBaHBl Ha HCHOJB30BAHUU PA3JIMYHBIX 3JIEKTPOHHBIX YCTPOMCTB M CIELUAIBHBIX
MPOTPaMM U BBITOTHSIOMNX (DYHKIMH 3aLUTHI.

6.18 Cpencra pa3rpaHuueHus OCTYIa

B memsx mpemoTBpamienusi paboTel ¢ oObekTamu uH(popManuoHHoW OezonmacHoctu YUY 1O
«@UIOC» HOCTOPOHHUX JIUI], HEOOXOUMO 00ECIeYUTh BO3MOKHOCTh PACIO3HABAHMS KaXKJI0TO
JIErajbHOTO M0JIb30BATEII.

6.19 CpencrBa naeHTU(UKALUN U ayTeHTU()UKALMH TT0JIb30BaTeNeH

30HbI  OTBETCTBEHHOCTM U  3aJaud  KOHKPETHBIX TEXHHYECKHX CPEJICTB  3alUThl
YCTaHaBJIMBAIOTCS UCXOMAS U3 X BO3MOXKHOCTEH M KCIUTyaTallMOHHBIX XapaKTEPUCTHK, ONMCAHHBIX B
JOKYMEHTAIlMU Ha JaHHbIE CPEJCTBA.

6.20 CpencrBa obecniedeHUs EIOCTHOCTH

CpenctBa obecrieueHusi LEJIOCTHOCTH BKJIKOYAIOT B CBOM COCTaB CpEACTBA PE3EPBHOIO
KOIMPOBAHUS, NPOTrpaMMbl AHTUBUPYCHOHM 3alllMThI, HPOTPaMMbl BOCCTAHOBJIEHUS IEJIOCTHOCTH
OTIePaIIMOHHOM Cpebl U 0a3 TaHHBIX.

6.21 cpezncTBa onepaTUBHOIO KOHTPOJIS M PETUCTPALIMU COOBITUI 0€30MacHOCTH

CpenctBa  KOHTpOJS  LEJIOCTHOCTH  MH(MOPMAIMOHHBIX  OOBEKTOB  HMH(POPMAIMOHHOM
6esomacHoctn UYJJO «QHUIOCH npeJHa3HaueHbl JUIsI CBOEBPEMEHHOTO OOHapy)KEeHUs
MOAU(UKAIMN WIM HCKaKEHUs pecypcoB cUcTeMbl. OHU MO3BOJISIIOT 00ecneunBaTh MPaBUIBLHOCTH
(YHKIIMOHMPOBAHUS CHCTEMBI 3AIUTHI U IEJIOCTHOCTh XpaHUMOM 1 0OpabaTsiBaeMoi HHPOpPMALIUH.

CpenctBa 00bEKTUBHOT'O KOHTPOJISI TOJKHBI 00ecrieunBaTh 0OHApYKEHUE U PErHCTPaIiio BCeX
COOBITHH, KOTOpBIE MOTYT TMOBJIeYb 3a co0oil Hapymenue Konuenmuu Wb u npuBectn k
BO3HHUKHOBEHHUIO KPU3UCHBIX CUTYaLIUH.

[Tpu peructpanuu cOOBITHI G€30MAaCHOCTH B XKypHaje MOJDKHA (PMKCUPOBATHCS CIEAYIOLIast
uHpopmManus:

- 1aTa ¥ BpeMsi COOBbITHA,

- HAEHTU(PUKATOP CYObEKTa, OCYIIECTBIISIOMINN PETUCTPUPYEMOE IEUCTBUE;

- ICUCTBUE.

6.22 xpunrorpaduueckue cpeacTa

Bce cpenctBa kpunrorpadudeckoii 3amutel uHpopmanuu B YUY IO «QOUIOC»  NomKHBI
CTPOMTBHCSI HAa OCHOBE 0a3WCHOrO KPUITOTpapUUecKoro sapa, MPOUIENUIEr0 BCECTOPOHHHUE
MCCIIEIOBAHMS CIICIIMATM3UPOBAHHBIMH OPTaHU3AIUSIMH.

6.23 VYmpaneHue cuctemoil odecriedueHus 6e30macHOCTH HHGOPMAITUU MTPEACTABISET COO0M
IIEJICHANPABICHHOE BO3JCUCTBUE HAa KOMIIOHEHTHI CHUCTEMbI OoOecriedueHusi 0€30IMacHOCTH C IIEeIIbI0



JOCTIDKEHHUSI TpeOyeMBbIX IoKa3aTele M HOpPM 3allMIIEHHOCTH OOBEKTOB HH()OPMAIIMOHHON
oe3onacHoct YUY IO «OUJIOC» B yCIOBHUSX peaqu3aiii OCHOBHBIX YIP03 0€30MMacHOCTH.

6.24  KonTtponb 3pdeKTHBHOCTH 3aIUTHI

Kontpons 3¢ hekTuBHOCTH 3amUThl HHYOPMAIIUH OCYIIECTBIISAETCS C IENIbI0 CBOEBPEMEHHOTO
BBISIBJICHHMSI M TPEAOTBpallleHus yrpo3 OezomacHocTU. KOHTpoib MOXKET MNPOU3BOIUTHCS Kak
OTBETCTBEHHBIM COTPYIHMKOM 33 HH(pOPMALHOHHYIO 6esomacHocts UYJIO «OMJIOC», Tak u
MIPUBJIEKAEMbBIMU JIJIS1 3TOH 1[€JIM OPraHU3aIUSIMH, UMEIOLIUMU JIMIEH3UIO Ha 3TOT BUJ JESTEIbHOCTH.

7. IlopsiioK yTBep:KI1eHUs1, BHeCEHHs] U3MEHEHUI U J0NMOTHeHU

7.1  Hacrosmas [Tonutuka b BcTynaeT B 3aKOHHYIO CUJTy € AAaThl YTBEPKIECHUS.

7.2  V3MeHeHuss W JOMNOJNHEHUs B HacTosmylo [lonuTHKy BHOCATCS IO HWHHUIMATHBE
pyxosozactea UY IO «IMIOC», OTBETCTBEHHOIO COTPYIHHKA.

7.3 ITepecmortp [lonutuku b npousBoautcs He pexe 1 paza B ro.

74 B cnayyae BCTYIUIEHUS OTAEIBHBIX IYHKTOB B IMPOTHBOPEYHE C HOBBIMHU
3aKOHOAATENbHBIMU aKTaMu B cdepe HHDOPMALMOHHBIX TEXHOJOTHUM - 3TU MYHKTHl JTaHHOM
KOHLIENIIIMY YTPAuYMBAKOT IOPUAMYECKYK0 CWIY IO MOMEHTAa BHECEHMsS M3MEHEHHU B HACTOSLIYIO
[Tonutuxy Ub.

7.5 Tpeb6oBanus [Homutuku b Moryt pa3BuBaThbcs APYrUMH BHYTPEHHUMH JTOKyMEHTaMHU
QY10 «UIO0C», KOTOpBIE JOMOJIHSIOT U YTOUHSIOT €€.



